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Abstract

With the rise of social media, vast amounts of user-
uploaded videos (e.g., YouTube) are utilized as train-
ing data for Visual Object Tracking (VOT). However,
the VOT community has largely overlooked video data-
privacy issues, as many private videos have been col-
lected and used for training commercial models with-
out authorization. To alleviate these issues, this paper
presents the first investigation on preventing personal
video data from unauthorized exploitation by deep track-
ers. Existing methods for preventing unauthorized data
use primarily focus on image-based tasks (e.g., image
classification), directly applying them to videos reveals
several limitations, including inefficiency, limited effec-
tiveness, and poor generalizability. To address these is-
sues, we propose a novel generative framework for gen-
erating Temporal Unlearnable Examples (TUEs), and
whose efficient computation makes it scalable for us-
age on large-scale video datasets. The trackers trained
w/ TUEs heavily rely on unlearnable noises for tem-
poral matching, ignoring the original data structure
and thus ensuring training video data-privacy. To en-
hance the effectiveness of TUESs, we introduce a tempo-
ral contrastive loss, which further corrupts the learning
of existing trackers when using our TUEs for training.
Extensive experiments demonstrate that our approach
achieves state-of-the-art performance in video data-
privacy protection, with strong transferability across
VOT models, datasets, and temporal matching tasks.

1 Introduction
Visual Object Tracking (VOT) estimates target bound-
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Figure 1. Illustration of our TUEs for preventing video data
from unauthorized exploitation by deep VOT models. Adding
imperceptible TUEs to training videos limits deep VOT mod-
els to only learning shortcuts information, resulting in poor
generalization and degraded test performance.

ing boxes in each video frame based on the initial target
state, playing a key role in applications like intelligent
surveillance and autonomous driving. Recent advances
in deep trackers, driven by large-scale training videos
from the internet, have significantly improved VOT
performance. However, concerns over unauthorized
data exploitation by Deep Neural Networks (DNNs) are
growing. For instance, personal videos uploaded to so-
cial media (e.g., YouTube) may be used for VOT train-
ing without consent, raising privacy and copyright is-
sues. Large-scale VOT datasets like TrackingNet [51],
LaSOT [19, 20], and GOT-10k [32] primarily consist of
such user-uploaded videos. Protecting sensitive trajecto-
ries—such as those of individuals, vehicles, and military
assets—requires preventing unauthorized use of track-
ing data. Hence, safeguarding video data from exploita-
tion in VOT training is essential.

In the context of 2D images, Unlearnable Examples
(UEs) [23, 31, 86, 89] is a typical solution to protect pri-
vate data from unauthorized exploitation by DNNs. UEs
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methods add imperceptible perturbations (i.e., bounded
noises) to the training images to hinder models from
extracting useful information from the poisoned train-
ing data, thereby resulting in poor testing performance.
Extending image-task UEs to videos remains underex-
plored. While uniform perturbations across frames may
effectively adapt image-task UEs for video classification
tasks like action recognition, they struggle with tempo-
ral matching tasks such as VOT and Video Object Seg-
mentation (VOS). Our paper focuses on learning UEs
for temporal matching, with VOT as a foundational task.
Protecting VOT is crucial for safeguarding sensitive tra-
jectories (e.g., missiles, vehicles, and individuals). Op-
timizing UEs for the basic VOT task could also im-
prove their transferability to advanced temporal match-
ing tasks such as VOS and long-term point tracking.

Extending image-task UEs to temporal matching
tasks presents several challenges: (1) Video data have
higher resolution and more frames, making UEs gen-
eration computationally intensive; (2) Unlike image
classification, VOT relies on temporal matching across
frames, with target objects changing in scale, complicat-
ing the design of UEs that support scale-invariant match-
ing; (3) Existing UEs struggle to transfer across different
tracking models, datasets, and matching tasks, limiting
their effectiveness for data privacy in VOT.

To address the above challenges, we introduce Tem-
poral Unlearnable Examples (TUEs) for video data (see
Fig. 1). By injecting imperceptible TUEs, deep VOT
models learn only limited information from the training
set, resulting in poor generalization and degraded test
performance. We propose a novel generative framework
in which a generator is trained to produce TUEs that
disrupt temporal matching in VOT models. These per-
turbations remain imperceptible to the human eye and
do not compromise the data utility for human consump-
tion. Compared to the traditional iterative EM approach
[31] used for image UEs, our framework significantly
improves efficiency—achieving 4x faster training speed
and 28x greater parameter efficiency on the GOT-10k
[32] dataset—making it highly scalable for large video
datasets. Additionally, we introduce a temporal con-
trastive loss (TCL) to encourage trackers to rely more
on the generated TUEs for temporal matching, thereby
further enhancing the privacy protection.

We assess the transferability of our TUEs through
experiments across various VOT models and datasets.
TUEs trained on the simple SiamFC [4] tracker can
effectively degrade the performance of state-of-the-art
deep trackers with complex architectures, such as ViT
[18, 92] and ResNet [27]. Moreover, a generator trained
on a source dataset like GOT-10k [32] can be used
for zero-shot TUE generation on unseen video datasets,
without retraining. Finally, we show that our TUEs

are task-transferable and perform well in other tempo-
ral matching tasks, such as video object segmentation.

In summary, the main contributions of our work are:

o To the best of our knowledge, we are the first to in-
vestigate preventing unauthorized video exploitation for
VOT. Since none exists, we apply off-the-shelf image-
task UEs to videos as baselines for VOT with specific
designs, which reveal several limitations, e.g., ineffi-
ciency, limited effectiveness, and poor generalizability.

e We propose a new generative framework to gen-
erate Temporal Unlearnable Examples (TUEs), which
can effectively corrupt the temporal matching learning
of VOT models. Our method achieves state-of-the-art
performance in video data privacy protection and shows
strong transferability across various trackers, datasets,
and matching tasks.

e We introduce a Temporal Contrastive Loss (TCL)
that encourages trackers to rely more on the generated
TUEs for temporal matching learning, which further de-
grades the tracking performance while preserving the
data privacy of training data.

2 Related Work

Visual Object Tracking (VOT) predicts target bound-
ing boxes in each frame based on the initial target state.
Early correlation-filter (CF) trackers [3, 14, 17, 24, 28,
48] were successful due to their performance and speed.
With the rise of deep learning [27, 35], CF trackers
[13, 15, 16, 42, 46, 63, 64, 69, 70] began incorpo-
rating deep features for VOT. SiamFC [4] and SINT
[62] introduced deep Siamese networks for end-to-end
VOT, leading to improvements in transformer tracking
[12, 77, 83, 84], online memory design [82, 91], archi-
tecture design [8, 25, 29, 36, 37, 72], and new learn-
ing paradigms [2, 5, 9, 67, 68, 71, 76]. These trackers
rely on large-scale datasets like GOT-10k [32] and La-
SOT [19, 20], often sourced from user-uploaded social
media videos. However, privacy concerns in VOT re-
main largely overlooked and demand urgent attention.
Recently, several adversarial attacks have targeted deep
trackers [7, 26, 33, 41, 61, 74, 81], such as generating
temporally transferable perturbations [52] and introduc-
ing adversarial loss to reduce heatmap hot regions [79].
Additionally, VOT models’ vulnerability to backdoor at-
tacks has been highlighted [30, 40]. However, these
methods often require access to both training and test-
ing data or model parameters, which can be impractical.
In contrast, our approach focuses on protecting training
video data from unauthorized use, requiring access only
to the training data, making it more feasible.

Unlearnable Examples (UEs). Data privacy in 2D im-
ages has been widely studied, with traditional methods
focusing on preventing models from leaking sensitive
information [1, 43, 45, 54, 57-59]. UEs [21, 31, 38,
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39, 44, 50, 87] have recently emerged, where bounded
perturbations (e.g., |6 < 75=) are added to training
data, preserving labels while degrading model perfor-
mance. This perturbative poisoning method [47] shows
promise for data protection, causing models trained on
such data to perform near-randomly on clean test data.
Techniques like EM [31], NTGA [90], TAP [22], REM
[23], LSP [85], and OPS [73] offer various strategies
for generating protective perturbations. While UEs have
been explored in tasks like image classification, segmen-
tation, and point cloud classification [60, 66], their appli-
cation in tasks like VOT matching remains unexplored.
We aim to bridge this gap by exploring effective UEs for
template matching across video frames.

3 Methodology

We first review the preliminaries in §3.1, and introduce
UE baselines in §3.2. To overcome UE’s limitations, we
propose a generative framework for Temporal Unlearn-
able Examples (TUEs) in §3.3. We further present Tem-
poral Contrastive Learning to enhance TUEs in §3.4. Fi-
nally, we summarize the overall pipeline in §3.5.

3.1 Preliminaries
We briefly introduce traditional UEs algorithms and the
temporal matching pipeline in VOT.
Error-Minimizing (EM) Learning. Given a clean im-
age dataset D, = {(I;,y;)}7, with m clean images,
EM [31] aims to learn sample-wise UEs on D,. that will
degrade a classifier Fy on the testing set:

min Ery)~p. [ min Le(Fo(1+9), )], M
where L. is the cross-entropy loss, y is the class label
of IERIWXC "5 c A c REXWXC 5 the imperceptible
noises, and A is the feasible region. Typically, the noise
d is L,-norm bounded, i.e., A ={4|||d||, <o}, where o
is small such that the noise is imperceptible. The goal is
for the noise § to make the original image I unlearnable,
thus I = I + & is denoted as the UEs. The formulation
in (1) involves both inner and outer optimization pro-
cesses. The outer optimization fixes the perturbations
and updates the parameters 6 of the classifier Fp by min-
imizing the loss L. In the inner optimization, the classi-
fier is fixed while the perturbations 4 are updated to also
minimize the loss (making each training sample “easier”
for the classifier). These optimizations are performed
alternately during training. In each inner optimization,
EM uses Projected Gradient Descent (PGD) [49] to it-
eratively update the perturbations d over 7' steps. Note
that there is a different perturbation  optimized for each
sampled I from the dataset D,.
Temporal Matching Learning in VOT. Suppose the
clean video training dataset consists of n clean training
videos, i.e., D, = {(Vi, Bi)}i-,, where V; = {I;}}_,
denotes the ¢-th clean video containing k video frames,

and B; = {b;}¥_, represents the corresponding box an-
notations. In each frame, the annotation b; € R* speci-
fies the top-left coordinates, width, and height of the tar-
get. Typically, the deep tracker SiamFC [4] is trained to
perform template matching on randomly sampled pairs
of frames within a training video:

min B, ), L(fo(2) * fo(x),y), )
where fy is the backbone in SiamFC parameterized with
0. z and x are template and search images cropped in
two randomly sampled frames I; and I; of a training
video V. x is the cross-correlation operation, and y is the
ground-truth response map indicating where the target is
in x. L(-,-) represents the binary-cross entropy loss.

3.2 Baselines: UEs for VOT
Despite the progress of UEs for image classification, ap-
plying UEs to the VOT task is unexplored. To bridge this
gap, we build new baselines by applying off-the-shelf
EM [31] to VOT [4]. Specifically, the goal is to create
perturbations that reduce the tracking loss function, thus
exploiting a “shortcut” matching within the tracker:
mgin E(z,x)~D, [gtnelg L(fo(2) * fo(X),9)], 3)
st.z= @(27 qb(ét, bi)7 bz‘), X = @(X, (]5(5,5, bj)7 bj),
where z and x are the TUEs for the template and search
images. The TUEs are created by interpolating the target
perturbation d; to the same size as the bounding box, and
pasting it onto the template/search image. Specifically,
¢(d¢, b) is the Bilinear interpolation function, which in-
terpolates §; to the same size as bounding box b, and
®(x, &;, b) is the pasting function that pastes 8, onto the
target region b of image x via the additional operation.
Since each video only contains one tracked instance, a
single d; is defined for each video, i.e., shared across
frames within the same video.

In (3), the outer optimization updates the tracker 6,
while the inner optimization optimizes the noise §; with
the tracker fixed. These steps alternate during training,
with the perturbation noise d; updated iteratively for T
steps using the PGD method [49]. The above learning
of TUEs z and X causes the tracker to rely on the pertur-
bation noise for temporal matching, making the training
videos unexploitable. Finally, the optimized noise set
{81}, is obtained for each of the n videos in D,,.
Context-Aware UEs. Existing trackers [4, 71, 84] in-
corporate both the central target and surrounding con-
text regions as the template z to enhance tracking per-
formance. Inspired by this, we also take context regions
into considerations when generating UEs to achieve
more effective data privacy protection. Our approach
follows the same aforementioned learning procedure,
but now introduces context noise d. during optimization.
More details are provided in the Supplementary.
Tracker Training w/ UEs. After obtaining the target

n

and context perturbations {47, 8}, we interpolate the
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Figure 2. (a) Depiction of our TUEs; (b) Architecture of the TUE generator; (c) The temporal contrastive learning scheme.

target noise §¢ and context noise &’ to match the target
and context sizes in each raw frame of a given video
V;. These noises are then pasted onto the corresponding
regions in every frame, resulting in a new unlearnable
dataset D,,, which is used to train standard trackers [9,
71, 84] following the official training protocols.

3.3 Generative Framework for TUE

The above baselines are based on the image-based ap-
proach EM, which has several limitations when ap-
plied to videos: 1) the iterative optimization of z and
X is time-consuming, each optimization needs 7T itera-
tion; 2) the noises d; and J, are pre-defined with fixed
shapes, which need to be interpolated into various target
scales in each frame of a video; 3) the generated noises
{8, 81}™_, are video specific, which cannot generalize
to other unseen video datasets.

To address the above limitations, in contrast to
image-based methods, where the UEs are directly opti-
mized, we propose a new generative framework for our
TUEs generation. Fig. 2 (a) depicts the overall pipeline
of the proposed TUE generation process. Our TUE gen-
eration is formulated as follows:

mgin E(2,x)~Ds [m“i,n L(fo(2) * fo(x), y)] ;

- ~ (C)]
s.t. z=2+Gw(z,b;), x=D(x, Gw(c(x,b;),b;), b;),

where Z and x are the generated TUESs for the template
and search images. These TUEs are obtained by gen-
erating target-aware perturbation noises, and then past-
ing them onto the corresponding target regions in video
frames. Specifically, G (-) is our TUEs generator pa-
rameterized with w, which takes a target patch z and
normalized bounding box b, as input, and generates a
noise perturbation Gy, (2, b;) that is added back to z.
For the search image x, the target is cropped using the
cropping function ¢(x, b;) via the given box annotation
b;, and then passed to the TUE generator with its cor-

responding normalized bounding box b ; to generate the

perturbation G, (¢(x, b;), b;). This perturbation is then
pasted back onto the target in the search image via the

Algorithm 1: Optimization of TUE generator

Input : Surrogate model fo, TUE generator G,
learning rates s and g, number of epochs
ep, clean dataset D, = {(V;, B;) }im1

Output: Optimized TUE generator G

for i < 1to epdo

for (z,x) € D, do

# Generate perturbations

z=2+Gw(z,b;),

x=o.(x, GW(C(X7 bj): bj)? bj);

# Optimize perturbators G usglg Qs

é = ¢(x,bj) + Gw(c(x,bj),bj),

Ly =L(fo(2pefo(%X), yHALar(fo(2), fo(&)),

Optimize G+ via Adam to minimize L ;

# Optimize the surrogate model fy using oy

L=L(fo(2)*fo(X),y),

Optimize fy via Adam to minimize L;

end

end

®(-) pasting function. Note that b, ‘Bj € R* are the nor-
malized target states (i.e., containing the normalized top-
left coordinates, width and height) of the corresponding
z and ¢(x, b;) patches, respectively.

We employ a diffusion architecture, i.e., DiT [53] as
the TUE generator, which takes class label and time step
as the condition for multi-step image generation. Here
we adapt it to generate the target-aware TUESs in a single
feed-forward step with the normalized target condition,
which is more efficient. The architecture is in Fig. 2 (b).

Advantages: Our proposed generative TUE frame-
work is more efficient than the EM baseline, in both
training scalability and inference, and also transfers well
to unseen videos. Specifically: 1) High Training effi-
ciency: since Gy (+) is lightweight and can be directly
updated via the gradient back-propagation in each in-
ner optimization, the training of G, (-) is efficient, e.g.,
4 x faster than the EM baseline as illustrated in Table 2;
2) Fewer learnable parameters: The EM baseline op-
timizes both target and context noises for each video
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Figure 3. Training loss of OSTracker w/ and w/o our TUEs.

(size 127x127x3), resulting in a large number of pa-
rameters on popular tracking benchmarks (e.g., 3.4GB
for GOT-10k [32]). In contrast, our approach optimizes
a lightweight model G (-) with a fixed number of pa-
rameters (124MB), which is independent of dataset size;
3) Applicable to Unseen Videos: The EM baseline re-
quires optimizing UEs for each dataset, which means
it needs to be retrained to generate UEs for unseen
datasets. As shown in Table 5, our TUE approach can
generate UEs for unseen datasets directly through model
inference, without the need for retraining.

3.4 Temporal Contrastive Learning

We further propose a Temporal Contrastive Loss (TCL)
to encourage the tracker to rely more on the generated
TUEs for temporal matching, thereby further degrading
the model’s tracking performance on clean test videos.
Fig. 2 (c¢) illustrates the details of the proposed Temporal
Contrastive Learning scheme. Specifically, the template
TUE z is used as the exemplar, treating the TUE € (in
the search region x) within the same video as the posi-
tive sample. The clean templates in the same video (i.e.,
z and e = ¢(x,b;)) and the other videos (i.e., z’ and
¢€’) within the same batch are regarded as the negative
samples to z. The resulting formulation is:

min[L(fo(2) * fo(%),y) + ALe(fo(2), fo(&))];

) - (%)
st. e= C(X, bJ) + GW(C(X, bj)7 bj)a

where é is the TUE in the searching region x, and £;(+)
is the contrastive loss [6]. Note that we use the above
objective to perform the inner optimization, while em-
ploying the tracker loss £() for outer optimization to
keep consistent with the original tracker training pro-
cess. The overall optimization process of the TUE gen-
erator is outlined in Alg. 1. In each iteration, we first
optimize the generator, followed by the surrogate model
optimization. More details on the proposed temporal
contrastive learning are in the supplementary.

Tracker training w/ TUEs. With the learned genera-
tor G (+), we generate perturbations for existing track-
ing datasets and apply them to bounding boxes to cre-
ate TUEs. These TUEs are then used to train various
trackers following their official settings. As shown in
Fig. 3, OSTrack trained with TUEs exhibits lower train-
ing loss, as it learns a “shortcut,” relying on perturba-

Surrogate input tput
tracker: SiamFC G ( ) E> = m
Dataset: w

Unseen data  Trained
GOT-10k train e.g., LaSOT DIT TUEs
— —_—
test <] train
Clean Trained Unseen tracker
data tracker TUEs e.g., HIPTrack

Figure 4. Overall workflow of our proposed TUE:s.

tions for temporal matching while ignoring the original
data structure, thereby preserving training privacy.

3.5 Practical Application Pipeline

Fig. 4 illustrates our four-stage application pipeline. In
Stage 1, we train the TUE generator G, using the surro-
gate tracker SiamFC on an off-the-shelf tracking dataset
(e.g., GOT-10k) under the supervision of Eq. 5. In Stage
2, the trained G, generates TUEs to protect user video
data. Stage 3 involves training an unauthorized tracker
on the protected data. Finally, in Stage 4, the trained
tracker is deployed on clean data to evaluate privacy
protection performance. All experimental results are de-
rived from Stage 4. We conduct experiments across mul-
tiple tracking applications, including VOT, VOS, and
long-term point tracking, demonstrating that the pro-
tected videos effectively prevent unauthorized exploita-
tion by these applications.

4 Experiments

4.1 Implementation Details

Our TUE generator Gy (-) is implemented as a
lightweight DiT-S/8 model [53] with 12 layers, 6 atten-
tion heads, and a hidden state size of 384. A fully con-
nected layer maps the target state to the hidden space for
controllable TUE generation. The generator is jointly
trained with the naive SiamFC tracker [4] using Adam
[34] for 50 epochs with a learning rate of 5 x 10~
and a batch size of 16 (Algorithm 1). We set A\ to
0.05. Following [4], the generator processes cropped
template patches for efficiency. GOT-10k [32] is used
as the source training dataset. SiamFC is chosen as the
base tracker for two reasons: 1) its efficient training en-
ables effective learning of the TUE generator, requir-
ing only 7 hours on a single NVIDIA 4090 GPU; 2)
the trained generator generalizes well to more complex
trackers and datasets, avoiding time-intensive optimiza-
tion with larger models. Once trained, the generator cre-
ates TUEs offline for training various trackers.

Evaluation. The trained models are evaluated on widely
used tracking benchmarks, including GOT-10k [32], La-
SOT [19], OTB [75], DAVIS-17 [55], and YTVOS-19
[78], using their standard evaluation metrics. Lower per-
formance indicates stronger privacy protection.
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- OTB [75] GOT-10k [32] Method Training Time  Learnable Parameter Size
Trackers Variants ‘ AUC Prec. ‘ AO SRo 5 SRo 75
a 506 Y 355 390 s EM + Context 33 Hours 3.4GB
‘ can ‘ ’ 2 |3 o : TUE Generator 7 Hours 124MB
EM [31] Baseline 39.6 54.7 27.0 25.7 5.8 N -
SiamFC +Context 205 374 | 214 182 43 Table 2. Model complexity of our TUE and EM baseline.
TUE Generator 17.6 19.9 16.1 10.4 1.5 Variants SeqTrack GOT-10k
- Condi. 19.7 22.4 22.5 19.4 4.6 Train. Epoch AO SRo.5 SRo.75
+ TCL 114 13.5 12.1 9.0 1.9
Cl 500 74.7 84.7 71.8
\ Clean [ 674 894 | 710 804 682 cn | |
OSTrack TUE Generator 100 9.7(650)) 4.1(80.6)) 05(71.3])
‘ TUE Generator ‘ 453 60.6 ‘ 416 473 303 TUE Generator 200 21(7261) 09(8381) 0.1(71.7))
+TCL 305 458 | 180 151 4.6 TUE Generator 300 22(725)) 12(835)) 02(71.61)
. . TUE Generator 400 3.8(70.9 1) 1.2(83.5)) 0.1(71.7))
Table 1. Results of SiamFC and OSTrack trained on GOT- TUE Generator 500 23(724 ) 0.7 (84.0 ) 0.0 (71.8 })

10k with clean videos (Clean); videos modified with EM base-
line and further enhanced by including context optimiziation
(“+Context”); and videos modified with our proposed TUE
(“Ours”), and with temporal contrastive learning (“+TCL”).

100 Unseen Video Data Transfer

—e— AUC (%)
80 1 Prec. (%)

60

40

AUC Score (%)

20 1

0

0.0 0.25 0.5 1.0
Ratio of Videos Used for TUE Generator

Figure 5. Ablation study on the data ratio in GOT-10k [32]
used for training the TUE generator.

4.2 Ablation Studies

The effect of TCL. As illustrated in Tab. 1, using
our TCL leads to larger performance degradation on
both SiamFC and OSTrack. This is because TCL leads
to larger distribution gap between clean samples and
TUEs, which hinders the trackers’ generalization to
clean test data, thus ensuring training data privacy.
Incorporating context noise for optimization. In Tab.
1, we find that our EM baseline that only optimizes the
target perturbation noise has limited effect. Incorporat-
ing the context noise for optimization leads to larger
performance drops on both OTB and GOT-10k testing
datasets. This indicates corrupting the target region only
is not effective enough for SiamFC, i.e., the trackers can
learn temporal matching from the context regions.

The usage of target state condition. In Eq. 4, we re-
move the target stage condition b; (“- Condi.”) and only
use the input image for TUE generation. This variant ig-
nores the target state, achieving inferior protection per-
formance, which shows that dynamically adapting to the
target state is helpful for TUE learning.

Data ratio for training TUE generator. As shown in
Fig. 5, we train our TUE generator using different video
ratios from GOT-10k [32]. Specifically, we train the
generator on a subset of randomly selected videos and
then use it to generate TUEs for the entire dataset, which
are used to fine-tune a SiamFC tracker. Results show
that the TUE generator can be effectively learned with
just 25% of the GOT-10k videos (about 2,300 videos)

Table 3. Training SeqTrack [9] with TUEs generated by our
TUE generator on GOT-10k for various training epochs.

and generate effective TUEs on unseen videos.

Model complexity. As shown in Tab. 2, training the
TUE generator takes 7 hours on a single RTX4090, sig-
nificantly faster than the EM-based iterative optimiza-
tion. Additionally, our approach uses fewer learnable
model parameters, leading to more efficient training.
Training epochs vs. performance drop. In Tab. 3,
we train SeqTrack-256 [9] on TUE-GOT10k to inves-
tigate the impact of training epochs. Training for only
200 epochs with TUEs effectively degrades its perfor-
mance. Note that SeqTrack-256 originally uses 500
epochs, which demonstrates that TUEs can effectively
corrupt the tracker training w/ less training epochs.
Bbox dependency. Our TUE generator requires the tar-
get bounding box as the input for target-aware TUEs
generation. In practical applications, users can anno-
tate short video clips manually or employ off-the-shelf
trackers to generate reliable pseudo bboxes, similar to
the annotations used in TrackingNet [51]. In addition,
we also validate that our TUEs can be automatically gen-
erated (using naive unsupervised EdgeBox to generate
bbox proposals) in Tab. R3 of the Supplementary, elim-
inating the need for user intervention.

4.3 Transfer Experiments

Transferability is crucial in real-world applications [88,
89]. We evaluate our method’s transferability to various
trackers, datasets, and the dense temporal matching task.
Transfer to State-of-the-art Trackers. We train our
TUE generator with the naive SiamFC tracker on GOT-
10k [32] and use the learned generator to produce
TUE-perturbed GOT-10k (TUE-GOT10k). To evalu-
ate the transferability, we train state-of-the-art track-
ers, including OSTrack-256 [84], DropTrack-384 [71],
SeqTrack-256 [9], MixFormer-CvT [12], STARK-S50
[80], AQATrack-256 [77], and HIPTrack [5], on TUE-
GOT10k, following their original training settings. For
other UE methods: (1) EM [31] and TAP [22] are
optimization-based approaches specifically optimized
with SiamFC on GOT-10k; (2) LSP [85] and AR [56]
are class-wise UEs. To adapt them, we randomly sam-
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GOT-10k [32] OTB-100 [75] LaSOT [19]
VOT Method UE Method 20 SR 5 SRo 75 AUC P AUC P orm P
Clean 35.5 39.0 118 58.6 792 34.0 39.9 33.0
TAP [22] 329 350 95 56.7 76.5 314 367 298
SiamFC (1] LSP [85] 28.1 293 7.9 50.0 67.9 26.6 30.9 242
AR [56] 34.1 372 115 56.9 767 336 389 323
EM [31] 214 182 43 295 374 176 196 145
TUE (Ours) 12.1 (23.40) 9.0 (30.01) 1.9 (9.9)) 14472)) 1356570 9.5(24.5)) 9.5(30.41) 6.4(2660)
Clean 71.0 80.4 68.2 674 89.4 623 70.2 66.0
TAP [22] 17.0 173 102 449 61.7 268 322 291
LSP [85] 27.8 297 164 482 66.1 283 333 302
OSTrack-256 [84] AR [56] 670 75.9 624 63.8 85.1 592 67.0 62.0
EM [31] 263 24.0 102 488 9.6 299 36.2 318
TUE (Ours) 18.0(53.04) 15.1 (65.3)) 4.6 (63.61) 305(369)) 458 (d3.60) 20@03))  277@25) 2314290
Clean 759 86.8 720 694 91.3 66.5 75.2 715
TAP [22] 517 579 48 514 70.6 392 459 404
LSP [85] 27.8 293 203 66.5 87.7 383 444 39.8
DropTrack-384 [71] AR [56] 669 755 619 66.4 87.6 60.4 68.4 637
EM [31] 216 187 7.0 487 7.2 333 409 364
TUE (Ours) 17.1 (58.8)) 129 (73.9)) 2.7 (69.31) 367027  57.7(33.60) 252413 3226300 2834320
Clean 747 84.7 71.8 68.1 89.9 63.6 724 679
TAP [22] 8.1 8.6 44 39.4 57.0 18.1 231 216
LSP [85] 135 143 68 445 63.8 250 314 28.1
SeqTrack-256 [9] AR [56] 643 73.1 59.1 64.5 85.7 56.0 643 58.7
EM [31] 8.1 6.0 . 347 552 153 213 199
TUE (Ours) 2.1(72:6)) 0.9 (83.80) 0.1(71.74) 7.0 (61.11) 143 (75.6)) 3.4.(60.20) 5.4.(67.00) 6.3 (61.61)
Clean 707 80.0 7.8 66.1 88.6 62.1 69.9 65.6
TAP [22] 124 11.0 46 404 539 277 318 277
o LSP [85] 209 219 109 447 60.8 312 360 312
MixFormer-CvT [12] AR [56] 514 579 439 62.0 81.6 572 647 58.6
EM [31] 70 68 27 4511 62.0 245 30.6 277
TUE (Ours) 19 (68.8)) 0.1(79.90) 0.2 (67.61) 1475140 229 (65.7)) 8.1 (54.00) 107(59.2)) 114 (54.2))
Clean 67.2 76.1 612 64.1 84.7 58.2 65.7 59.5
TAP [22] 186 156 6.6 187 217 183 108 60
, LSP [85] 87 50 L5 27 294 114 8.1 22
STARK-S50 [80] AR [56] 517 519 418 529 9.5 467 446 355
EM [31] 148 151 83 834 56.3 283 313 267
TUE (Ours) 2.6 (64.61) 1.1(75.00) 0.2 (61.04) 139502  17.2(67.50) 8.9 (49.3)) 8.9 (56.8)) 73 (52.20)
Clean 732 82.6 715 9.1 915 643 7.1 9.0
AQATrack-256 [77] EM[31] 194 162 49 471 653 311 372 318
TUE (Ours) 162(57.0)  10.6(72.0) 17 (69.80) 208483 289 (62.6)) 174469))  203(524)) 167 (523))
Clean 774 88.0 745 68.8 903 66.8 75.1 720
HIPTrack [5] EM [31] 63.0 719 527 66.9 88.9 55.5 64.0 593
TUE Ours) | 432(342))  439(441))  200(45)) | 569(119))  786(1L7)) | 387(281)) 4852660  42.7(293))

Table 4. Methodology transfer on various trackers. We use TUEs, which are specifically optimized with SiamFC on the GOT-
10k training set, to train SOTA deep trackers. The trained trackers are tested on clean GOT-10k, OTB-100, and LaSOT test sets.
Performance drops of our method are shown in brackets. The best results are shown in bold.

TainngDumec | UBMenod | o OO T we | soTew ,
Clean 55.6 62.1 44.6 49.2 64.0 582 65.7 59.5
AR [56] 523 579 40.1 45.3 585 524 59.6 533
LaSOT LSP [85] 15.8 12.8 5.0 235 31.0 18.1 203 17.0
EM [31] 11.4 9.9 19 219 29.8 189 22.0 199
TUE (Ours) 4.1(51.5)) 3.0 (59.1)) 0.8 (43.8]) 9.5(39.71) 15.7 (48.3]) 5.7 (52.5)) 7.6 (58.11) 7.6 (51.91)
Clean 66.2 76.1 59.7 64.6 85.4 62.1 70.9 65.1
AR [56] 61.2 70.0 539 60.9 80.5 582 66.1 593
LaSOT+GOT-10k LSP [85] 27.0 25.8 11.6 36.6 47.5 30.2 316 259
EM [31] 20.6 20.5 11.3 27.2 35.7 22.4 24.5 20.6
TUE (Ours) 4.0 (62.2)) 2.1(74.0)) 0.6 (59.1)) 11.0 (53.6)) 16.9 (68.5)) 6.8 (55.3)) 8.4(62.5)) 7.8 (57.3))

Table 5. Unseen dataset transfer. We use our TUE generator, which is specifically optimized with SiamFC on the GOT-10k training
set, to perform zero-shot TUEs generation on the unseen LaSOT training set. The obtained TUE-perturbed LaSOT and the different
combination (i.e., TUE-perturbed LaSOT + GOT-10k) are used to train the base tracker STARK-S50 [80].

ple a class-wise UE noise per video, creating perturbed
videos. More details are provided in the Supplementary.
Tab. 4 shows that our TUE outperforms other UE
methods in privacy protection across various tracking
architectures, including CNNs (SiamFC, Stark), ViTs
(OSTrack, DropTrack), and Decoders (HIPTrack, AQA-
Track). HIPTrack exhibits less performance degrada-
tion since it uses DropTrack as the frozen base tracker,
which limits its ability to learn shortcut features. No-
tably, our TUEs, trained with a naive SiamFC model in
about seven hours on a single NVIDIA 4090 GPU, trans-
fer effectively to SOTA trackers, eliminating the need for
costly optimization with complex tracking models.

Transfer to Unseen Datasets. To ensure scalabil-
ity on large-scale video datasets, we perform zero-shot
TUE generation on unseen datasets. Specifically, after
training the TUE generator on GOT-10k w/ SiamFC,
we use it to generate TUEs for LaSOT (TUE-LaSOT)
without additional training. We then train STARK-
S50 [80] on TUE-LaSOT for evaluation. As shown in
Tab. 5, the optimization-based EM struggles to gener-
alize beyond GOT-10k, requiring video-wise UEs sam-
pled from GOT-10k for LaSOT. In contrast, our TUE
achieves significant performance drops across three
datasets. Training STARK-S50 on both TUE-LaSOT
and TUE-GOT 10k further amplifies performance degra-
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YTVOS-19 Val [78]

s DAVIS-17 Val [55]
VOS Method ‘ Training Dataset ‘ UE Method ‘ T&F 7 ‘ T&F Tecon Tunseen
DAVIS-17 Clean 71.2 67.3 727 63.3 66.3 56.1
TUE (Ours) 50.1(21.1)) 46.8 (20.5)) 53.4(19.3)) 42.4(20.9)) 42.7 (23.6]) 36.9 (19.2))
Clean 82.5 79.3 85.7 82.7 81.1 782
STCN T AR [56] 80.1 77.1 832 80.6 799 75.0
DAVIS-17+YTVOS-19 LSP [85] 759 73.0 78.7 71.7 71.0 73.0
EM [31] 71.5 68.4 74.6 76.0 74.8 72.4
TUE (Ours) 63.6 (18.9]) 59.9 (194)) 67.4 (18.3)) 65.7 (17.0)) 62.6 (18.5)) 62.2 (16.0)
Clean 84.5 814 87.6 84.2 83.8 78.1
AR [56] 82.1 78.7 83.9 81.8 81.9 753
XMEM [10] DAVIS-17+YTVOS-19 LSP [85] 81.7 78.6 84.7 82.0 80.9 76.9
EM [31] 789 75.7 82.1 80.5 783 76.6
TUE (Ours) 64.2(20.3]) 60.5(20.9)) 67.9 (19.7)) 61.3(22.9)) 58.4(254)) 58.1(20.0))

Table 6. Transfer to dense temporal matching task, i.e., Video Object Segmentation (VOS). We apply our TUE generator, trained
with SiamFC on GOT-10k for the VOT task, to perform zero-shot TUEs generation on DAVIS-17 and YTVOS-19 training sets. The
mask annotations are firstly converted to box annotations. Lower performance indicates stronger training data privacy protection.
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—s— TUE-Ours AR —— EM LSP Clean
Figure 6. AUC scores of different attributes on LaSOT [19].
We use STARK-S50 [80] as the base tracker, which is trained
with perturbed datasets (i.e., LaSOT + GOT-10k [32]) gener-
ated by AR, EM, LSP, and our TUE. Best viewed in color.

dation. Overall, our method efficiently generates large-
scale TUEs via model inference without retraining.
Transfer to Video Object Segmentation (VOS). VOS
is a dense temporal matching task that segments targets
in each frame based on initial mask annotations. We
evaluate our TUEs in this context by first generating
bounding boxes around mask annotations and then using
a generator trained on VOT to create unlearnable VOS
datasets, TUE-DAVIS17 and TUE-YTVOS19. These
datasets are used to train existing VOS methods follow-
ing standard protocols. As shown in Tab. 6, despite dif-
ferences between VOT and VOS, our TUEs cause sig-
nificant performance degradation across various VOS
methods and datasets, highlighting their effectiveness in
disrupting temporal matching and protecting video data
privacy. Further transferability to long-term point track-
ing is demonstrated in the supplementary.

Attribute Analysis. Fig. 6 presents the AUC scores
for various attributes on LaSOT [19]. First, we apply
AR, EM, LSP, and our TUE methods to the VOT dataset
(i.e., LaSOT [19] + GOT-10k [32]) to generate unlearn-
able datasets. We then use STARK-S50 [80] as the base
tracker, training it on the unlearnable datasets produced
by these data privacy protection algorithms. Our method

]

—

]

i |

Figure 7. Template-to-search attention visualization from
TUE-DropTrack on clean videos (top) and TUE-perturbed
videos (bottom). Red and yellow rectangles are ground truth
and predicted bounding boxes in search regions, respectively.

shows largest performance drop across all attributes.

Visualization. Fig. 7 visualizes the template-to-search
attention weights from the last layer of ViT in TUE-
DropTrack. TUE-DropTrack, trained with TUEs, heav-
ily relies on them for temporal matching. For clean
videos, TUE-DropTrack generates inaccurate attention
maps due to overfitting on TUEs. The supplementary
provides additional visualizations demonstrating that the
perturbations are imperceptible while maintaining high-
quality perturbed frames, along with further visualiza-
tions of attention weights, perturbations, and TUEs.

S5 Conclusion

This paper presented the first effort to address the pri-
vacy concerns about unauthorized data exploitation in
VOT. We constructed a comprehensive benchmark to
evaluate existing UE methods, revealing prior methods’
limitations in efficiency, effectiveness, and generaliz-
ability. To overcome these issues, we introduced Tem-
poral Unlearnable Examples (TUEs) with a lightweight
generative framework, which conditions on target states
to produce target-aware noise perturbations. Addition-
ally, we designed a temporal contrastive loss to encour-
age trackers to rely on TUEs during training, further
strengthening privacy protection. Extensive experiments
show that TUEs transfer well across trackers, datasets,
and temporal matching tasks. Ablation studies vali-
dated the effectiveness and efficiency of our generative
framework. Qualitative results confirm that the gener-
ated perturbations are imperceptible, effectively protect
VOT videos from unauthorized use. We expect our TUE
to advance data privacy in the tracking community.
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